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WHY NEED Transparent Data Encryption (TDE)

Oracle Database uses authentication, authorization, and auditing mechanisms to secure data in the database, but
not in the operating system data files where data is stored.

To protect these data files, Oracle Database provides Transparent Data Encryption (TDE).

Transparent Data Encryption (TDE) enables to encrypt sensitive data, such as Personally Identifiable
Information (PII), Credit card number store in tables and tablespaces

After the data is encrypted, this data is transparently decrypted for authorized users or applications when they
access this data.

Even if the encrypted data is retrieved, it cannot be understood until authorized decryption occurs, which is
automatic for users authorized to access the table.

Both TDE column encryption and TDE tablespace encryption use a two-tiered key-based architecture.

Unauthorized users, such as intruders who are attempting security attacks, cannot read the data from storage
and back up media unless they have the TDE master encryption key to decrypt it.
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Encryption Components

Two-tier key architecture Algorithm

/\ DES (Triple Data Encryption Standard)

Both column and table space AES (Advanced Encryption Standard)

encryption keys are stored in the

database but are encrypted with AES128 is default for tablespace

ig;ther key (J:a”ed the master AES192 is default for column encryption
The master key is stored outside the B

database in a special container called an
External security module

opened and the encrypted data can'’t be retrieved. The
/ wallet is automatically closed when the database instance
Master key is stored in Oracle wallet Is shut down and must be reopened by a security officer

~| when the instance starts

Unless the right password is supplied, the wallet can’t be

Thieves might be able to restore a database from tapes,
without the wallet and the password, they will not be able
crito'viewthe encrypted data. 3
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Master encryption key — The encryption key used to encrypt secondary data
encryption keys used for column encryption and table space encryption. Master

; encryption keys are part of the Oracle Advanced Security two-tier key architecture
X2

Wallet — A PKCS#12 archiving file format is used to
stores TDE master key. Or

PKCS #5 is the Password-Based Cryptography
Specification.

Column encryption

\ 4

Table space encryption

Table key — it is also referred as column key, this key
is used to encrypt one or more specific columnsin a

The key used to encrypt a tablespace. These keys are
given table.

encrypted using the master key and are stored in the
tablespace header of the encrypted tablespace, as well as in
the header of each operating system - file that belongs to the

These keys are stored in the Oracle data dictionary,
encrypted tablespace.

encrypted with the master encryption key.
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the master key of the server is stored in an external security module that is outside the database and accessible only to the
security administrator.

For this external security module, Oracle uses an Oracle wallet Storing the master key in this way prevents its unauthorized

use.

In addition to storing the master key, the Oracle wallet is also used to generate encryption keys and perform encryption and

decryption.
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When a table contains encrypted
columns, a single key is used regardless
of the number of encrypted columns.

The keys for all tables containing
encrypted columns are encrypted with the
database server master key and stored in
a dictionary table in the database.



Specifying an Additional Wallet Location in SQLNET.ORA

By default, the external security module stores encryption keys in the Oracle wallet specified in
the sqlnet.ora configuration file.

If no wallet location is specified in the sqginet.ora file, then the default database wallet is used.

If you wish to use a wallet specifically for transparent data encryption, then you must specify a second wallet
location in sqglnet.ora by using the ENCRYPTION_WALLET_LOCATION parameter.

ALTER SYSTEM SET ENCRYPTION KEY certificate ID IDENTIFIED BY password

certificate_ID is an optional string containing the unique identifier of a certificate stored in the security
module. Use this parameter if you intend to use your PKI private key as your master key. This parameter has no
default setting.

You can search for a certificate_ID by querying the VSWALLET fixed view when the wallet is open. Only
certificates that can be used as master keys by transparent data encryption are shown.

password is the mandatory wallet password for the security module, with no default setting. It is case
sensitive; enclose it in double-quotation marks.
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Step 1: Create Wallet E:\app\user\admin\orcl\wallet — in the orcl directory create “Wallet” directory suppose it is not

available.
Step 2: insert wallet location in “sqlnet.ora”, as given below
ENCRYPTION_WALLET LOCATION=

(SOURCE=(METHOD=FILE)(METHOD_DATA=
(DIRECTORY=E:\app\user\admin\orcl\wallet)))

Fle Edt Vew Favorltes Toos Melp

Qock + () (T ) sewch | rokimy ]

Adalr ess iL.) E:\2op\useriproductit 1.2 O\cbhome IWETWORK\ADMIN

file and Folder Tasks B

l_iﬁ Rename this file

j Move this file
Copy ths hle

S i blch thic Bl 2n the Wah Dr. Girija Naraasimhan

In the directory give correct path where
you create the wallet directory.

S Type Date Modfied
Al Foider 10/28/2014 1:12 AM
108 ORAFle 10/28/2014 1:34 AM
18 ORAFe 42712015 9:21 AM
168 ORAFle 1116/2014 12:13 P



Step 1: Step 2: Wallet location

create wallet

N

MASTER
ENCRYPTION
KEY

TABLE OF
COLUMN
ENCRYPFTION
KEYH

o

 DATABASE
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Create New Master key

To use transparent data encryption, it is needed ALTER SYSTEM privilege and a valid password to the Oracle
wallet.

If an Oracle wallet does not exist, then a new one is created using the password specified in the SQL
command.

To create a new master key and begin using transparent data encryption

ALTER SYSTEM SET ENCRYPTION KEY IDENTIFIED BY “password”,

ALTER SYSTEM SET ENCRYPTION KEY command is a DDL command requiring the ALTER SYSTEM
privilege, and it automatically commits any pending transactions.
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et SOL Plus

SQL*Plus: Release 11.2.0.1.8 Production on Tue Mar 13 12:35:14 2018
Copyright (c> 1982, 2018, Oracle. All rights reserved.

Enter user-name: sys as sysdha
Enter password:

Connected to:

Oracle Datahase 11g Enterprise Edition Release 11.2.8.1.8 - Production
With the Partitioning, Oracle Label Security, OLAP, Data Mining

and Real Application Testing options

SQL> ALTER SYSTEM SET ENGRYPTION KEY IDENTIFIED BY “"wallettest";

Sustem altered.




Open the Wallet

Alter system set encryption wallet open identified by "wallettest";

SQL> ALTER SYSTEM SET ENCRYPTION WALLET OPEN IDENTIFIED BY “wallettest';

System altered.

Once the wallet has been opened, it remains open until you shut down the database instance
or
close it explicitly by issuing an ALTER SYSTEM SET ENCRYPTION WALLET CLOSE command.

When you restart the instance, you must issue the ALTER SYSTEM SET ENCRYPTION WALLET OPEN command again.

Status of the Wallet
select wrl type wallet,status,wrl parameter wallet location from v$encryption wallet;

SQL> ALTER SYSTEM SET ENCRYPTION VALLET OPEN IDENTIFIED BY “"wallettest"'';
System altered.

SQL> select wrl_ _tuype wallet.status._.wrl_ parameter» wallet__location from vSencr»upti
on_wallet;

STATUS
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If the wallet is already open, the command returns an error and takes no action

SQL> ALTER SYSTEM SET ENCRYPTION WALLET OPEN IDENTIFIED BY "wallettest";
ALTER SYSTEM SET ENCRYPTION VALLET OPEN IDENTIFIED BY “"wallettest"
*

ERROR at line 1:
ORA-28354: wallet already open

Close the Wallet

Close the wallet using the below given command

Alter system set encryption wallet close identified by '"wallettest";

5QL)> alter system set wallet close identified hy "wallettest";

System altered.




QL> alter system set wallet close identified hy "wallettest";

hystem altered.

QL> select wrl_type wallet,status,wrl_parameter wallet_location from vSencrypti

STATUS

CLOSED
Sapphusersadminsore Iwallet




Incorrect password

If the schema does not have the ALTER SYSTEM privilege, or the wallet is unavailable, or an incorrect password is given,
then the command returns an error and exits.

Instead of “wallettest” try with incorrect password “wtest”

8QL> alter system set encryption wallet open identified hy "wtest";
alter system set encryption wallet open identified hy "wtest"

¥
ERROR at line 1:

ORA-28353: failed to open wallet

5QL> alter system set encryption wallet open identified hy "wallettest";

Sustem altered.




Using Wallets with Automatic Login Enabled for Transparent Data Encryption
The external security module can use wallets with the automatic login feature enabled.

These wallets remain open all the time.

The security administrator does not have to reopen the wallet after a database instance has been restarted.

If your environment does not require the extra security provided by a wallet that must be explicitly opened for use, then
you may use an auto login wallet.
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Creating a Table with an Encrypted Column

To create a new table with encrypted columns, use the CREATE TABLE command in the following form:

CREATE TABLE table name ( column name column type ENCRYPT,....);

The ENCRYPT keyword against a column specifies that the column should be encrypted.

By default, transparent data encryption uses AES with a 192-bit length key (AES192).

8QL) CREATE TABLE enployee(f irst_nane UARCHARZ(128), last_nane UARCHARZ(128), emplD NUMBER, salary NSSaaaEsiNaRSR il RNt
UMBERC6) ENCRYFT); (first_name VARCHAR2 (128),

CREATE TABLE employee(first_name UARCHARZ(128), last_name UARCHARZ(128), emplD NUMBER, salary NUMBEREECY-Rui e EVCHAVINNGI:VN R ERZESH RN
(6 ENCRYPT) empID NUMBER,

ERROR at line 1: salary NUMBER (6) ENCRYPT ) ;
ORA-28336: cannot encrypt SYS ouned ohjects

Sys objects are not allow to

8QL> conn he/he encrypted.

Connected.
8QL> CREATE TABLE employee(first_name UARCHARZ(128>, last_name UARCHARZ(128), empID NUMBER, salary N
UMBERC6> ENCRYPT);

Table created.
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SQL> conn hyxshr

Connected.

SQL>» CREATE TABLE emplovyee<first_name UARCHARZ<C128>»,. last_name UARCHARZ2<128>,. emplD MUMBER. =zalary
UMBER<G6>» ENCRYPT>:

Table created.

SqQL
SQL> insert into emplovee valuesC’'INDUJA' . "UANMAJA*® 1234, .588>;

1 »ow created.

SQL> zmelect * from employee;

LAST _HAME

SALARY

UANAJA

SQL>» select salary from employee;

SALARY

SQL>» commit;

Commit complete.

SQL> zelect salary from emplovee;
SALARY




SOL> conn swus as syusdbha

Entey» password:

Connected .

SOL> Altery» syustem =t encryuyption wallet close ddentified by ""wallettest':

Sustem altered.

SOL>» select salavyy from hr».employee s
=elect =alary from hyx»_.employes

S=E
ERROR at l1line 1=
ORA—Z28365 = wallet iz not open

SOL>» select Fiyst_name frroom hy»_.employvee s

FIRST_HAME

INDU.JA

QL 2
SOL> alte» syustem set encryption wallet open identified by ""wallettest''s

Suyustem altered.
SOL>» select salavyy from hr».employee s
SALARY

If wallet is closed and select the encrypted

If wallet is open, then encrypted column o _
P vP column salary, it will not display the column, but

will display.

other column (clear text) column same tables are
displaying.




Salt
Salt is a way to strengthen the security of encrypted data.

It is a random string added to the data before it is encrypted, causing repetition of text in the clear to appear
different when encrypted.

Salt thus removes one method attackers use to steal data, namely, matching patterns of encrypted text.

By default, transparent data encryption adds salt to clear text before encrypting it.

This makes it harder for attackers to steal the data through a brute force attack.
Adding Salt to an Encrypted Column
ALTER TABLE employee MODIFY (first name ENCRYPT SALT) ;
SQL>» conn h» hr
Connected.

SQL> ALTER TABLE employee MODIFY <first_name EMCRYPFT SALT>;
Table altered.

SQL>» select table_name.column_name.salt from wser_encrypted_columns;

TABLE_HNAME COLUMN_MNAME

EMPLOYEE FIRST_MAME
EMPLOYEE EHI@E;‘J; Naraasimhan




Display the salt and encrypted column details

select table_name,column_name,salt from user_encrypted _columns;

Removing Salt from an Encrypted Column

ALTER TABLE employee MODIFY (first name ENCRYPT NO SALT) ;

2QL> ALTER TABLE employee MODIFY (first_name ENCRYPT NO SALT>;
Tahle altered.

2QL> select table_name.column_name.salt from wser_encrypted_columns;

COLUMN_NAME

FIRST_HNAME
SALARY




Encrypted Column Using No salt for Indexing

Index the encrypted column, must specify the NO SALT parameter with the SQL ENCRYPT clause

SQL> ALTER TABLE employee MODIFY <(first_name ENCRYPT NO SALT>;

Table altered.

SQL>» zelect table_name.column_name.=zalt from wser_encrypted_columns;
COLUMNM_NAME

FIRST_HAME
SALARY

QL create index Firstind on employeeCfirst_name>;
Index created.

QL create index salind on employeedsalaruylr;
create index salind on employee{salaryl

=t
ERHOR at line 1:
ORA—-28338: Column<=s>» cannot be both indexed and encrypted with =alt

To remove salt from an encrypted column before indexing it,




Encryption Algorithms for TDE

Table 2-1 Supported Encryption Algorithms for Transparent Data Encryption

Algorthm Key Size Parameter Name
Triple Encryption Standard (DES) 165 bits 3DES16E
Advanced Encryption Standard (AES) 126 bits RES128
AES
« Default for column level « aES152 for column level
encryption is 192 bits encryption
« Default for tablespace « 2Es5128 for tablespace
encryption is 128 bits encryption
AES 2356 bits AESZE6

For integrity protection of TDE column encryption, the s52-1 hashing algorithm is used. If you have storage restrictions, then use the moMzC option.

By default, transparent data encryption uses AES with a 192-bit length key (AES192). AES128 is
default for tablespace.
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Change the different algorithm already encrypted column

50
Ta

;> create table employeeCenpid number<h) encrypt using '3DES168’, fname varchard(10));

1le created.

5QL> alter tahle employee modify(fname varchar2(18) encrypt using ’'3IDES168’);

Table altered.

Include other column also same algorithm then no problem, for example here fname also has same algorithm
‘3DES168'. if the column is already encrypted it is not possible to change the different algorithm

501> alter table employee modify(fname varchard(1B) encrypt using 'AES192");
alter table employee modify(fname varchar2(18) encrypt using 'AES192')
*

ERROR at line 1:
ORA-28334: column 13 alveady encrypted




All encrypted column should be same Algorithm

In the table, all the column should be in the same algorithm

SQL> alter tahle employee add(lname varchard(18));
Tahle altered.

SQL> alter table employee modifyClname varchar2(1@) encrypt using "AESISR’);
alter tahle employee modifyClname varcharZ(18) encrypt using 'AESTS2")
¥

ERROR at line 1:
ORA-28348: a different encryption algorithm has heen chosen for the tahle




Table with an Encrypted Column Using 3DES168

create table employee(empid number(5) encrypt using '3DES168', fname varchar2(10));

It also possible to assign the syntax for specifying a different encryption algorithm.

The string which specifies the algorithm must be enclosed in single quotation marks.

‘SQL) drop table employee purge;

Tahle dropped.

S0L>
S0L> create tahle employeeCempid numberCh) encrypt using '3DES168', fname varchard(18));

‘Tahle created.



Display encrypted algorithm in the table

0L} select tahle_nane,colunn_nane,encryption_aly From user_encrypted_colums;

TRBLE_NAME COLUMN_NANE ENGRYPTIONALG

IVEE gl 3 ey Teiple DES 168 hits key
(VEE PAANE J ey Triple DES 168 hits key
INEE SALARY 3 ey Triple DES 168 hits hey




Disabling Encryption on a Column

It may be necessary to disable encryption for reasons of compatibility or performance.

To disable column encryption, use the ALTER TABLE MODIFY command with the DECRYPT clause

SQL>» ALTER TABLE emplovyee MODIFY <fname DECRYPT?>;
Table altered.

SQL>» zelect table_name.column_name.zalt from wser_encrypted_columns;

COLUMN_HAME

Adding Encrypted Columns to Existing Tables
SQL> ALTER TABLE employee ADD (salary number<i1@> ENWCRYPT>;
Tabhle altered.

SQL>
SQL>» zelect table_name.column_name.salt from wuser_encrypted_columns;

TABLE_HNAME COLUMN_NAME
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Encrypting Unencrypted Columns

To encrypt unencrypted columns, use the ALTER TABLE MODIFY command,
specifying the unencrypted column with the ENCRYPT clause

SQL*» ALTER TABLE employee modify<fname ENCRYPT);
Tahle altered.

SQL*» select tahle_name.column_name,salt from user_encrypted_columns;

TABLE_NAME COLUMN_NAME

SHLARY



n'f- Buffer Cache
Blocks af ACC_ENC in clear text Blocks of ACC_REG in clear text

Decryption

‘ Tabda Table

User Process ACC _ENC ACC_REG

([SOL*Flus) Server .

Process a

select * from ACC_ENC;

select * from ACC_REG; Encrypted Unencrypted
Tablespace Tablespace

Loading of data buffers
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With tablespace encryption, before data buffers are written back to disk (as a result of the checkpoint
process), they are encrypted by DB Writer processes (DBWn).

Operations, such as direct path inserts and reads that manipulate the data directly in the database,
perform encryption inline.

When the log buffers are written to the redo logs by the log writer process, they are encrypted as well.

so the initial and subsequently archived redo logs contain only encrypted data.



*

-

Encryption

Buffer Cache
Blocks of ACC_ENC in clear text Blocks of ACC REG in clear text
- -
Table Table
AT BN ACC_REG
Encrypted Unencrypted
Tablespace Tablespace

Flushing of buffers from cache to disk
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Create an Encrypted Tablespace

TDE tablespace encryption enables you to encrypt an entire tablespace.

All data stored in the tablespace is encrypted by default

SQL>» COMN S¥S AS SYSDBA
Enter password:
Connected.
SQL> CREATE TABLESPACE encryptts
ph DATAFILE ‘c:stemp~encrts.dbf’
3 SIZE 158M
£l ENMCRYFPTION
o DEFAULT STORAGECEMCRYFPT>;

Tablespace created.




Create a Table in an Encrypted Tablespace

If we create a table in an encrypted tablespace, then all
data in the table is stored in encrypted form on the disk

koqL> CONN HR/AR
Connected.

SQL> create tahle employeel23Cempid number{1B), fname varchar2{15)> tablespace encryptts;
Tahle created.

SQL> select tahle_name.column_name,salt from user_encrypted_columns;

TABLE_NAME COLUMN_NAME

EMPLOYEE
EMPLOYEE
EMPLOYEE SALARY




SQL> DESC USER_EWHCRYPTED_COLUMNHS

TABLE_HNAME

COLUMN_NAME

ENCRYPTIOHN_ALG

SALT

INTEGRITY_ALG

HOT NULL UARCHARZ2 (38>

HOT HULL UARCHARZ2 <38

UARCHARZ {295

UARCHARZ<3>

UARCHARZ2 {125
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